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Tesla suffers complete network outage, intfernal
systems and connectivity features down [Updafte:
connectivity returning]

- /v
AT t[' Fred Lambert @ @FredericLambert - 9823H Vv
\ = Breaking: Tesla is currently having a complete network outage.
* ... " Internal systems are down according to sources. On the customer side,
| can't connect to any of my cars and website is not working. What
about you?

Just a moment...
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Typical Automotive ASIL Classifications

Inadvertent Breaking

Instrument Cluster

Airbag Loss of critical data
L Inadvertent deployment ASIL B
ASIL D P e T
Antilock Braking _ ;4'—_‘f: == o
Unintended full power braking - 4‘ =
ASIL D 7 - 2
Electric Power Steering e &
Self Steering - i Z
ASIL D s y " -
~ 5 ==
Radar Cruise Control / N '

ASIL C

Headlights
Failure Both Sides
ASIL B

Active Suspension
Suspension Oscillates

ASILB & C

ASIL B

Engine Management

Unwanted Accelera
ASILC&D

tion

Vision ADAS
Incorrect sensor feedback
ASILA

Rear Lights
Failure both sides
ASIL A

Rear View Cameras
No valid sensor data
ASIL B

Brake Lights
Failure both sides
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Sensors

Actors
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Enabling continuous innovations CLASSIC
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Enabling continuous innovations ADAPTIVE
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4.5.21 [SRS_Os_11005] The operating system shall prevent an OS-
Application from modifying the memory of other OS-Applications

[

Type:

Valid

Description:

The operating system shall provide the ability of partitioning OS-Applications
with respect to memory and prevent an OS-Application from modifying the
lications.

Rationale:

memory of other GS-éEp
V\Where multiple -Applications (of different software integrity) are resigent —

on the same processor, their memory will be globally writable by any code.
This means that the data of one O5—Application could be corrupted by
another unrelated OS-Application (i.e. there is fault propagation between
OS-Applications). For example a task of an OS-Application may overflow its
stack, causing static data of an unrelated OS-Application to be corrupted
caus‘mg il to fail.

ce between the functions of
drﬁerent lntegrlty levels, it is essential that this isprevented at runtime.

MNote that SRS _0Os_ 11003 is different: It only detects fault rather than
preventing a memory access error from generating a fault.

Use Case:

Dependencies:

Mote that satisfying this requirement implies the satisfaction of the stack
monitoring requirement as a stack overflow cannot occur if the stack is
bounded by memory write access control.

The write access protection needs appropriate hardware support.

Supporting Material:
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4 || platform:/resource/demo/conf.oil
4 4 System TestCPU
4 < Architectural
4 ¢ EcuTestCPU
*  AUTOSAR CP OSHHUEFILSudt . KM, TS R ERASHY $ Cpiden Er
4 Signal OSTASK_ALARM_1MS
4 Signal OSTASK_ALARM_10MS
4 Signal OSTASK_ALARM_100MS
4 Signal OSTASK_ALARM_XCP_10MS
4 Signal OSTASK_ALARM_XCP_100MS
e AUTOSAR CP OSHT 5 & . HAF IR & i ASH] “d s;gnan OSTASK_ALARM_SCHM 10MS
4 4 OILALARM
4 OILALARM ACTION ACTIVATETASK OSTASK_C0_SCHM_10MS
4 OILALARM AUTOSTART TRUE 50
. 4 Signal OSTASK_COUNTER 0
o BERLHRAS T AR A 0 AU ¢ T O
ctivation
4 Scheduling
4 4 OILTASK
4 OILTASK AUTOSTART FALSE
4 OILTASK STACK SHARED
4 OILTASK SCHEDULE NON
¢ Task OSTASK_C0_10MS
¢ Task OSTASK_C0_SCHM_10MS
4 4 Mapping
4 Task Map
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For more info please contact us:

Phone: +86 151-9729-0063

Email: huangyizhi@hnu.edu.cn
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