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Platform Security Architecture &
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RoT with right level of
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Easy to Understand Scheme

PSA Certified provides three
progressive levels of security
assurance/robustness

psacertified™

PSA Functional API Certified enables

the ecosystem through a consistent
high-level interface to the PSA-RoT

psacertified™

functional API
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PSA Certified Levels

e

psacertified™

level three

g

psacertified™
level two

Depth of testing

g

psacertified™
level one

Robustness/threats

Security Software Hardware
Principles Attacks Attacks




Simplifying Security Adoption

PSA Functional API Certification

Secure Processing Environment Non-secure Processing Environment

|
|
Fast time-to-market by abstracting PSA- l
security complexities FEU |
|

£ .
@ PSA Functional APIs
Reduced fragmentation by using widely
available security APIs Secure Storage

|
|
I Middleware

7o)

Lower total cost of ownership, maximizing
ROI through re-use of APIs
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PSA Certified Level 1

For device makers, software platforms and chip vendors

PSA Certified™

« Under 50 questions based vt
on PSA 10 Security Goals,
loT threat models, government New industry alignment
requirements and laws mapping to:
» Can be filled in one go . EN 303 645
or as separate sections . NIST 8259A

* Quick and straight-forward — * SB-327
fill in and review with a PSA
Certified test lab




PSA Certified Level 2

Lab-based evaluation of the PSA Root of Trust (PSA-RoT)

« Assurance against scalable remote
software attacks

« White box evaluation against the PSA-
RoT Protection Profile (nine security
requirements)

* For chip vendors
 Time-limited evaluation

8 Open © 2020 Arm Technology (China) Co., Ltd.

PSA-RoT

PSA Functional APIs




PSA Certified Level 3

» Adds physical attacker threat as well as software
attacks

» Higher attack potential (21 vs. 16 for Level 2)

» 35-day evaluation to allow for physical attacks
iIncluding glitching and side-channel attacks

« Two equivalent Evaluation Methodologies (EM) fiad™
- CSPN style (existing) psacertirie

. GlobalPlatform’s SESIP (new) evel three
» Draft documents available now for lead partners

9 Open © 2020 Arm Technology (China) Co., Ltd.



PSA Certified & GlobalPlatform

« PSA Certified Level 2 and PSA Certified
Level 3 are currently based on CSPN style

evaluation

* NEW - PSA Certified will provide an option .
to use GlobalPlatform SESIP based psacertified
Evaluation Methodology from Level 3 level three

 OEMSs can opt to do a SESIP evaluation of
other parts of the platform /device and
make use of the already evaluated RoT
security requirement

« Arm donated a Common Criteria PSA-RoT
(MCU-RoT) Protection Profile to
GlobalPlatform for partners wanting to use
Common Criteria

Open © 2020 Arm Technology (China) Co., Ltd.
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A Growing Ecosystem of Support

psacertified™

PSA Certified is healing loT securit
8 ¥ nuvoTon ‘W winbond @ RENESAS .

fragmentation and making life easier for loT e NORDIC
developers and device manufacturers . X
Nxvo N lIerda munisoc €52 ey
rojec

S=cweress  ECOAUX ZA > Semoesgeg PSzava

------------------- DELTA
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Momentum continues to build

Maijority of the top 10 chip vendors arm CHINA ﬁn-tﬁ”m QQ) BED
* Over 40 PSA Certified products
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RT-Thread Ve”d'f)’ expresslogic arm mMmBeD
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Join the PSA Certified Ecosystem

Access free resources and begin your certification journey today

psacertified™

level one

Download the
guestionnaire

Follow our step-
by-step guide

12 Open © 2020 Arm Technology (China) Co., Ltd.

e

psacertified™ psacertified™
level two level three
Download the PSA- Contact PSA
RoT Protection Certified
Profile

psacertified.org/resources

psacertified™

functional API

Download the step-
by-step guide

Access the PSA
Functional APIs



In Summary

— o Q & — T
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* PSACertified.org

Defragmentation PSA Certified ca.m : * Follow us on social
I offer best practice Trust and security media: @PSACertified ... .
will drive the loT d a level of il K
opportunity andalevelo builds markets on Twitter, LinkedIn and I
assurance YouTube

* @Getintouch

Sie
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E RS (STAR-MCL) 32 i5ERHiRIArmv8-MERtS

Armv6e-M

Armv6-M ISA

NVIC (max 32 IRQs)
JTAG/Serial Wire
MTB

MPU

WIC
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Armv7-M

Armv7-M ISA
SIMD/DSP

FPU (SP)

NVIC (max 240 IRQs)
Memory Exclusives
Divide Enhancement
“XOM’ Support

ETM

Armv8-M mainline*

Armv8-M ISA

NVIC (max 480 IRQs)
Coprocessor interface
TrustZone

Enhanced MPU

Stack Limit Checking
Enhanced Debug
Customizable Instruction

*The purple parts are additional features
over Armv8-M baseling _ ,
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TEH JmiFen:

* DS 2020.0  GCC (Version 8-2018-g4-major or

 Keil MDK Ver 5.29 newer)

* |AR EWARM 8.42. * Arm Compiler 6 (Version 6.0 or

* Lauterbach TRACE32 (R.2020.02) newer)

and more... * |AR Compiler: (Version 8.42 or newer)
+ +

BIERR {hEz=s:

e  MbedOS  ULINPRO, ULINK2 and DSTEAM:

* FreeRTOS * SEGGER: JLINK V9/V10

e Zephyr and more...

and more...

iy 3
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Boot Stage Runtime

Prov
Agent

Secure SaaS
DM/FOTA

Prov
Tool

TEE Framework

Sec-HAL crypto

REE OS
ARMv8-M i MPC/PPC BootROM
TrustZone Engine

REE (lib) mbedtls
5
Dbg

TEE OS

Hardware

= 3
Open © 2020 Arm Technology (China) Co., Ltd. * 1% I:F E



®h95|2

I . . crypto engine is a key component for

Symmetric AES128/192/256 w’ ECB/CBC/CTR/CCM, SM4. I f .
Asymmetric RSA (up to 4096b), ECC (up to 521b), SM2. p at orm secu rlty'
Digest SHA1/224/256, SM3. o TrustZone aware.
I - Key management: key generation, maintenance,
Key ladder 3-level AES derivation. usage, revocation.
LifecycleMgmt. | | - Cryptographic acceleration: digest, symmetric,
Lifecycle 4-level monotonic lifecycle: CM, DM, DD, DR. asym metric, key exchange, SMx (IE%‘()
TRNG___ [ - TRNG (True Random Number Generator).
Random b 20-chain ri illators. .
AHmRET chaift TIng Oseriaton o Fully configurable — secure/non-secure host
otP ] number, algorithm ...
CE specific OTP Secure and non-secure.

o OTP, support PUF.
User-defined spec. OTP  Secure and non-secure. i .
PUF 3%_party PUF integration, optional. - Arm China provides the API of mbedtls

as the interface of crypto engine.

Open © 2020 Arm Technology (China) Co., Ltd. # i% I:I:l E
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