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THE BOTNET THAT BRORE THE - Mirai botnet Jeep hack
INTERNET ISN'T GOING AWAY  Disruption of major Internet services sl e e
via WiFi connection

Software bug makes Nest
Cams vulnerable to hacks

Nest Hack

Security camera shut down by a
simple click on a phone

Casino
hack

Overview of
high-rollers
extracted via
thermostat of a
fish-aquarium in
the lobby

SEPTEMBER 20, 2017 by Mamta Badkar in New York

Parcel delivery company FedEx said on Tuesday that a June cyber attack on its TNT
Express unit cost the company $300m in the first quarter, ... the NotPetya cyber
attack, which originated from tax preparation software in Ukraine and resulted in the
disruption of communications systems at TNT Express.

Target Hack

Target declared that the total
cost of the data breach had been
S202M NBC news, May 24, 2017

TARGET
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TLS handshake* HW Root of Trust SW Update
Symmetric Encryption Key Storage FW Secure provision Credential Update

SIMPLICITY
COMPLIANCE
FLEXIBLITY
COST EFFECTIVE

TLS handshake* : HW pre-integration of common SSL stacks e.g OpenSSL, mbedTLS..
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ZISit!’.IQF.E (1258 1 $1E) ZIStI!’,IiﬁE (IZ58 X ¥9IE) - Device level scale FibILE (£58 1 918)
Extract keys/certificates Tamper the IC to obtain access to data and SW and * Extract credentials (user
* Overproduction of original device re-use for remote attacks (Trojan horse, DoS on data, keys, certificates)
* False certificate/private key injection Cloud, ...) * Inject malware to network
* Malicious image loading * Especially dangerous for non-diversified Symmetric
* Counterfeits of devices key protection: “Break one, Break all”
* |P Theft
B E iR S LA TR
REREE, ThHToiERE IZFEILE - All products are the attack surface #Bok=, AJLAHITIEIEIN

* Create unauthorized connection to extract data,
abuse functionality or inject malware to turn device
into a bot

* Perform malicious software update to do the same
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Add Trusted Execution based on ARM TrustZone® and/or isolation features? on the SoC

Standard SoC with basic security hardening SoC with basic security hardening & TrustZone

@ SoC e SoC with TZ
Tamper detection Allows for Tamper detection

Alel + Secure Boot RoM I « Secure execution
H “ 99)
+ Secure Debug environment (“Trusted”)

— - Cryptographic Rich . RAM Il i * Rich execution
o Operations crypt 0 environment (“Non-

trusted”)

Additional features:

» Tamper Detection
TRNG

Hardening based on CM-TZ

SoC with basic security hardening and a SE SoC with basic security hardening, TZ & SE

Additional features: e SoC with TZ

Additional features:
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SoC . .
Tamper detection Tamper Resistant Tamper detection gr%mtbelréfl?réeﬁ;r::dog-l
ROM Protection of root keys cPU e
Credentials can be
RAM securely injected in SE Rich RAM
Secure Provisioned keys are Secure
Element delivered directly to the SR EoRc eNV

customer through a
secure channel

i
INTZESWiEHl  TRNG
Hardening based on CM-TZ

1) Features like RDC (Resource Domain Controller) on i.MX
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MCUFE R SIS : i.MX RT / LPC54S/55S /
K(L)81/21
IS g 2 e 7 e

v-DES/3DES ¥ +SHA384/512 ¥ - DES/3DES ¥ - DES/3DES ¥ - DES/3DES

X v CAAM \/Casper X \/Casper v'LTC X
v'RNG v v v v v'RNGA
X v X v X X
L[N (RSA up to 4096) v'HAB v'HAB 4 v v ¥'Flash ¥'Flash
IE;RBEENcrypted Boot v v v v v X X
F2ifiSecure Debug v v v X v X X
YRR FRERIRSRAM PUF X v v X v X X
Always ON domain v v X X X v v
Z£fFfESecure Storage (non-volatile) v v v OTP v OTP v PER v v
BrETamper Detection Signal X v’ Active X X X v Active v Active
B [H 5 #7245 N ol Temp/Freq Detection X v X X X v v
TELINZRFIFBUS Encryption (BEE, OTFAD) v v +IEE v X v PRINCE Y'K81 only X
EFRIPManufacturing Protection X v v X v X X
v'RDC V12 X v1z  V'sysmpu ¥ sysMPU
v X X X X X
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MCURSIERIZHI R 2 IES:
i.MX RT / LPC54S/55S / K(L)81/21

TZeIRSSRE HEXRIR SRR RHRYZ SRR

Bt (XHERASRIRE THIT, sEXY
HERIFRIER T LALS!)

REN (RIEEEEAREYT, 2iE3
IFEARE T BHMSBRIELEN)

et (RIEEHER—EUE, PrlEduE
#ARZRFEX)

A% (RIESERPYEEMIEIR
(ERASHWAES ML)

ARSI AEISENE, B
IERP&INEIT A, X—RERFES
PREREEER)

aEHE (HERIERERASESE
FlgeS], PELERERINATIE)
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< HAB, CAAM, SRTC, secure ROMBoot,

LTC, Casper

* DrylCE, Tamper detection, CAAM, DCP,

LTC secure RAM, TRNG, ZMK, BEE, IEE,
OTFAD, PRINCE, HashCrypto, SRAM PUF

+ CAAM, RTIC, SRTC, HashCrypto, eFuse,

PFR

« TrustZone, (X)RDC, CSU, CAAM, SysMPU,

Secure AHB Controller

+ CAAM, eFuse, unique ID. LTC, Casper,

SRAM PUF

» TrustZone, CSU, MPU, (X)RDC, Secure

Debug, Secure JATG, CAAM, eFuse,
unique ID, SRTC, sysMPU, Secure AHB
controller, SRAM PUF
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- REFEHET R IETROMIIREIRAGTASSZ (DICE)

BE AR ZRBIIRRAIMNESIE
- CASPERIEXIFR (RSA/ECC) 5|28,
- BEBISEIRES % (PRINCE) , FITIEPIERIERED
+ XIFR (AES-256) FUIATE (SHA-256) 3|4
- B256(IINEIREALEREE (RNG)

256{u B PRIPRIZ 21714
- SEHAISRAM PUFIRIE T —\RES, IE—A0IRE1REH
- BRETHEHEOSRPOIERS (PFR)
TR 28 BRI —HRIRAF (UUID)
UL F4RIEES, ARG — R RS AR

ZERHEHBIGE
PIEGRIPTETHRES

- Armv8-M TrustZone, L2£ARETT (SAU) IXEAFFRIFERIT (MPU)
- EESEEEXHNARRETIIZEE%/ GPIO / DMAISHISSEES#A
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MCU_EZ 2=l — LPC55

AES

SHA-256 _
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MCU LZ27f#l - LPC55

o
ig:;:;% o .
1 000000 Silicon Fingerprint
Process 02:0.°
y 9 eSS : 000
Variation : v
: The start-up values create a :
Naturally occurring variations in : random and repeatable pattern ‘........... :
the attributes of transistors when that is unique to each chip
chips are fabricated (length, width, :
thickness) : : 4 :
2 SRAM Start-up Values SRAM PUF Key
Each time an SRAM block The silicon fingerprint is turned
powers on the cells come up into a secret key that builds the
as eitheralora0 foundation of a security subsystem
SRAM PUF Benefits
* Device-unique, unclonable fingerprint * Leverages entropy of mfg. process * No key material programmed
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1. HW Tampering Resistance
. 2. Security Certification (CC EAL 6+ & FIPS 140-2
System Security ‘0 2\ 13) Y (
\b 3. Flexible proven Crypto Stack
4. New Use Case
5. Keys Provisioning at NXP
8 6. Enablement with EdgelLock 2GO Service
~~
£
Best
c
o
T MPU/MCU + SE050
g MPU/MC[_J Best System and HW Security
= System Security
S
S
I Basic
<
-
SoC
ith basi ity hardeni .
with basic security hardening EdgeLock 400  EdgeLock 500 EdgeLock 800 HW Security
Attack mitigation on Keys
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EdgelLock SEO50

5 POINTS TO HAVE IN MIND FOR CHOOSING
EDGELOCK SEO050 ON TOP OF NXP MPU/MCU

ion —
40-2 L3

)ck 2GO

AV 4
i\

TI&TRUST
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Application Notes Document Linker

AN12445 Asymmetric Cryptographic Accelerator CASPER

AN12278 LPC55S569 Security Solutions for |oT

AN12324 LPC55Sxx usage of the PUF and Hash Crypt to AES
coding

AN12326 LPC55S6x Secure GPIO and Usage

AN12283 LPC55Sxx Secure Boot

Software Liner

NA

NA

Application note software for AN12324

Application software for AN12326

...\SDK_2.6.2_LPCXpresso55S69\middleware\mcu-
boot\bin\Tool\elftosb-gui(win).exe

Reference Code KSDK Position, Request to be selected by downloader when building your SDK
mbedTLS ...\SDK_2.x.x_LPCXpresso55S6x\middleware\mbedtls

Flashloader ...\SDK_2.x.x_LPCXpresso55S6x\middleware\mcu-boot

safeRTOS

ARM TF-M ...\SDK_2.6.2_L PCXpresso55S6x_MDK\middleware\tfm
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https://www.nxp.com/docs/en/application-note/AN12445.pdf
https://www.nxp.com/docs/en/application-note/AN12278.pdf
https://www.nxp.com/docs/en/application-note/AN12324.pdf
https://www.nxp.com/docs/en/application-note-software/AN12324SW.zip
https://www.nxp.com/docs/en/application-note/AN12326.pdf
https://www.nxp.com/docs/en/application-note-software/AN12326SW.zip
https://www.nxp.com/docs/en/application-note/AN12283.pdf
https://www.highintegritysystems.com/partners/nxp/
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Secure Boot Tool

- Part type: LPC55xx, RT6xx, K32WO0x

- Boot type: signed boot, encrypted boot, CRCed I =

+signed boot

- Signed/Encrypted/XIP/SB bootable image gener;:

-eFuse/OTP/FPR configuration

-...\SDK_2.6.2 LPCXpresso55S69\middleware i

gui(win).exe
TEE Config Tool (CM33 TZ)

-Memory (RAM and Flash)
- Master / Slave IP

Interrupt
-Pins

-MCUXpresso Config Tools - Ping]

Fie

Sloct gt device
(PCSn

image Devs

Losd || Mew | Swe | Saveds
Fie: _ispacelimage.conhy pcSSasamgle- ¥ son
“image e | _pace/ mput_emages s b

“Lond acdrene: O

14100 cemhcates cenicne chans
ES973 ca e der

and,_cens/OKemp._cagem

rest oty bin

Process Creme serst

st te butt

- CXOODMD0K, Taage load address = xIGSSIL, T

put inage shaZ6 digest for insge sipmature

Oxef Dxes Oxéd Oxel Oxf 079 OxTn Orce Oxd

Oudh 037 Oxéf Oxbe Ox2i Oxde Oui
1o Oxeb Gubb Sxab 0438 Gudd DxiS Dx61 O

o hach OXTID.
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8 o
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[+ - LPC55569.mex (LPC55569)
File Edit Tools TEE Views Help
i 0 ¢ O #: A

0 User Memo... % Security acc...

Masters/Slaves| MPC | Interrupts | Pins| *;
st

ions
imple Master in Strict Mode
mart Master in Strict Mode

Ma..r | Securi.level | Sl.e | Secu_vel

Sir A0 NS-User
D. NS-User AL NS-User
D. M5-User AL NS-User

H. NS-User C.

P. NS-User C.
5. NS-User €..0 NS-User
U. NS-User C..1 N5-User
U. NS-User C..2 NS-User
=5.r C..3 N5-User
€. NS-User C..4 NS-User
€. NS-User D..X N5-User
D..0 NS-User
D..1 N5-User
F_H NS-User
F_0 N5-User
F_1 NS-User

1§ Memory map
Access by Master |Security Attribution Map
Master type: |Core 0 master (SAU/IDAU) ¥
[ Show details [#] Merged SAU+IDAU

Show Cade [ Show Data

how Peripherals

SAU+IDAU  MPC
UsB SRAM (alias) [ IS NS-User

Resulting security level
Not Recommended
AHB peripherals 3.
AHB peripherals 2
AHB peripherals 1
AHB 16 APB bridg. [

AHB to APB bridg...

s

s

s

s

s
usBSRAM [| NS NS-User NS
AHB peripherals 3 NS
AHB peripherals 2 NS
AHB peripherals 1 NS
NS

NS

s

AHB to AP bridg
AHB to AP bridg

RAM 4 (alias) [

NS-User Not Recommended
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# Overview

~ Configuration - General Info
“ Configuration - HW Info
Processor: LPC55568
Part number: LPC55569/8D100
SDK Versian: ksdi2_0
~ Project

~ TEE

Configures access policies for
memary areas and peripherals
helping to protect and isolate
senstive parts of apphication.

~  Generated code

B Problems &2
type filter text

Level Issue

¥|= o

Origin

i Informal No toolchain project detect...

. -



https://www.nxp.com/support/developer-resources/software-development-tools/mcuxpresso-software-and-tools/mcuxpresso-config-tools-pins-clocks-peripherals:MCUXpresso-Config-Tools

Zeimtzan
Pl

= Program encrypted image/Key/config info
= Support chip and board programming )
= Programming count

Programmer

- BEEIAIENRERYIRIERS : e Ry
= Secure communication
= Control/protect key by cloud end
= Support dongle encryption

= Support chip and board programming ! send|
dongle

Manufacture

= Programming count

USB:

Programmer w/
certificate

SSSSSSSS LPC55Sxx
UARTJUSB

board
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SafeRTOS

- Tasks run in Non-secure processing
environment

- Spatial Separation with MMU and Non-Secure processing

. Secure processing
environment

Trustzone environment

-Key context runs in secure processing o -
enVlronment User mode User mode

-Demo from

RTOS Data RTOS Kemnel Kernel secure
Privilege mode | Privilege mode context

PUBLIC x


https://eur01.safelinks.protection.outlook.com/?url=https://www.highintegritysystems.com/partners/nxp/&data=02|01|sawyer.liu@nxp.com|40bb8b73509145e0041a08d7383af855|686ea1d3bc2b4c6fa92cd99c5c301635|0|0|637039698788959959&sdata=JiSNNr5wgQ4ALZr0O6xI6mEfjkHhrHsDSpQ8sT1Ud7E%3D&reserved=0
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TEEREBRAE

- 1 =
o
Beanpe«d
al{SFatnEs SI{SIFHARL
+ 4, Trusted Applications BRI ;
A == Software Software
e« 3. S S
3. Secure O ISEE B]{EF& Data Data
Ny ( Secure OS )
+ 2. Secure boot Hardware Hardware
N > ‘ ~
« 1. TrustZone 5 rootKey SoC ‘ FP » eSE
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Certified Product: LPC55S00 (NXP)

pacerified” pacerified™

PSA Certified™ SECURITY ASSURANCE CERTIFICATE

dified Jeac . Gortibcate Number. _ £6B4%65272911-16018
- Doteof e 18/02/2019

g - I—

Ly ot e wr

y O
A I foried, <= O R 4

recent Cortex-U33 technalogy. cUs comane

Product srchitecture snhancements snd greater
integralion over previous generstions; with

Smvcution from anerypted saages Cintemmal Flach),
s - v aseet protection with fevd. Teus Zomend
i et

4 s ron 56

BA180 root-of-trust shd provisioning, redi-time ﬁ

pancel Stancand FSA Ceryiied - Ghip vendor ., pracertifjed™
’ - Sewitylevek Security Level 1 Bets 02
b
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ARM PSA Certified: building trust in 0T
SESIP Certified: building trust in 10T

BCTC Certified: building security in Personal Payment
TrustedLabs pre-Certified: building trust in POS/IoT/Smart Meter

TRUST AND VERIFY

Centiicate 10 SESIP-1900003-01
Trecs 8. deciares that
product 1,MX RT1050/RT1060, verson Rev. A and Rev. 8
o
‘Sponsor (and NXP Semiconductors
J in Hamburg, Germany
Standard
Common Ctera for Informaton Techmokogy (=
‘Secury Evaloaion (CC)
Verson 3.1 Revaicn 5
(SONEC 15408) caran
STReren  |,MX RT1050/RT1060, SESIP Security Target. verson 1.1
Summanices
Aosueance
SESIPL \5/
SESIP1
Protacion Profle -
s evavotad by
Brightsight B.V. The
Under scheme:
Sacurny Evabuation Scheme for
107 Pattorma vi.1
SESIP
Vaidiy Oate of Lot imance: 2019-02-
D of cxpey
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st - BES (hE) EEERLE
THRES: MIMXRT1052DVL6B
XISM% :__oSM2/SM3/SM4 ZAES
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MERS : TTCG1808D17TP|
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This document describes a complementary security assessment to [T conducted on
the iMX RT1050, and targeting the loT market in general, whereas the initial assessment
focused on the Smart Metering market

Trusted Labs considered in the assessment attacks compatible with the targeted security level
of the i.MX RT1050. NXP has designed the i.MX RT family to be used for highly critical security
applications in conjunction with more dedicated security technologies (.. Secure Element)
Thus, Trusted Labs analyzed potential attack paths, and cover attacks in the range of an
“Enhanced-Basic” attacker profile, which is consistent for the use case described by NXP.

The [(£M] documentation details how the definition of the attacker profile is constructed, taking
into account:

Attacker expertise,

Time taken to identify and exploit the vulnerability,

Knowledge of the target,

Type of equipment needed,

Access level of the target required to carry on the attack

The “Enhanced-Basic” level meets the AVA_VAN.3 assurance component.
Given these constraints, and the possible attack opportunities identified by Trusted Labs, two
approaches were considered

. Low-cost side channel attack,

. Bootloader code reverse engineering
Our investigations showed that the i.MX RT1050 is not vulnerable to attacks from an attacker
with “Enhanced-Basic” capabi
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EDGEVerse https://www.nxp.com.cn/applications/solutions/enabling-

technologies/edgeverse:EDGE-COMPUTING?cid=wechat_iot 004311

EDGE\erse® Portfolio



https://www.nxp.com.cn/applications/solutions/enabling-technologies/edgeverse:EDGE-COMPUTING?cid=wechat_iot_004311
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