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Cloud

Globally available, unlimited compute resources
Secure Connectivity
High secure bandwidth coupled with loT & edge computing

loT

Harnessing signals from sensors and devices, managed centrally by the cloud

Edge

Intelligence offloaded from the cloud to loT devices loT
Al Secure
Breakthrough intelligence capabilities, in the cloud and on the edge Connectivity

Cloud
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The lack of Security in loT is now tangible

THE BOTNET TIAT BRoRe i Mirai botnet Jeep hack
INTERNET ISN'T GOING AWAY  Disruption of major Internet services e LA )

via WiFi connection

Software bug makes Nest
Cams vulnerable to hacks

Nest Hack

Security camera shut down by a
simple click on a phone

Casino
hack

Overview af
high-rallers
extracted via
thermostat of a
fish-aguarium In

the lobby

WFTEMABEH 20, HE1 P iy Marnin Hasibay o Bewy Yook

Parcel delivery company FedEx said on Tuesday that a June cyber attack on its TNT

Express unit cost the company $300m in the first quarter, ... the NotPetya cyber attack,

which originated from tax preparation software in Ukraine and resulted in the disruption
of communications systems at TNT Express.

Target Hack

Target declared that the total
cost of the data breach had been
5202M NBC news, May 24, 2017

TARGET

2



Secure
Communications

TLS handshake*

Security
Goals

Symmetric Encryption

Intangibles

Secure Secure
Operations

Manufacturing

Secure Boot HW Root of Trust

Key Storage FW Secure provision
7 SIMPLICITY
8 COMPLIANCE
9 FLEXIBLITY

10 COST EFFECTIVE

TLS handshake* : HW pre-integration of common SSL stacks e.g OpenSSL, mbedTLS..

Secure Device
Update

SW Update

Credential Update

h
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Trusted TLS stack

Secure storage of device credentials

Device FW / OS integrity check

Device data reset when a tampering event is
occurred

Zero trust on 3rd party manufacturing and
supply chain

Secure Update capabilities of FW / OS

Zero touch connect to clouds

Compliance with Countries security policies

Cloud agnostic security solutions

Security cost shall be effective

1

10

Customers are looking for standard TLS stack for device to cloud secure
communication, i.e OpenSSL, mBdedTLS

Customers want protection of device Keys and Identity, against remote
and local attacks. Level of prot vary per use

Customers need protection of device integrity and critical device functions.

Prevent unauthorized FW to run.

Customers want a way to erase sensitive data from devices at tamper
mesh event, either physically or automatically.

Customers don't trust their CM/ODM in China, and wants to implement
zero trust model for device manufacturing

Customers want to keep control on devices OTA to prevent and recover
from DDos Attacks, deploy new features, fix bug

Customers want a simple and secure way to register their devices with
Clouds, method should not rely on CM.

Customers are worried about compliance with Country / Segment specific
policies and standards i.e GPDR

Customers want to be able to migrate to another cloud with minimum
investment, Multi clouds capabilities are required

Customers are focusing on connectivity of devices and are willing to pay
minimum for security in the BoM.

Prevent Data breaches ($), IP theft, Protect User Privacy

Preserve Brand and business model (protect access to services and
against device cloning)

Avoid mal functions of devices, to deliver best user experience,
preserve brand and humans safety.

Preserve brand and warranty cost, protect infrastructure security, low
cost of maintenance

Anti-Counterfeit of devices to avoid Business loss. Preserve Reputation,
Intangibles : Cybercrime Cyberwar

Keep innovation by pushing new functionalities, keep security up to date
to preserve brand

Fast time to market, less complexity for digital transformation

Preserve access to a market, liability control

Keep cloud cost negotiation advantage, preserve competitiveness, new
business model

Keep down cost of product BoM for better margin and competitivity

\r
4\



A5 L4 PATIRE - TEE

SRR T
22X 5FIIH P2 MK,
R

OTAREWHEHr. #lH —.
T, EEBhERR

B4
28 Em

N—
A& {HATRISNERIE 4

iR
250, [CIEHIEUELTSE NS
156% ol 7. INEBREINE
2 Mg
2

(AR At
RERH TR )

5 N




X v CAAM
v'RNG
X v
2483 (RSA up to 4096) v’ HAB v HAB
n# B zhEncrypted Boot v v
4 kSecure Debug v v
YIFEA ] T REAR L SRAM PUF X v
Always ON domain v v
w7 fESecure Storage (non-volatile) v v
K& Tamper Detection Signal X v’ Active
H1 JE1 78 21 4% F7 JINolt Temp/Freq Detection X v
TEL N # fRH"Bus Encryption (BEE, OTFAD) v v +IEE
B2 {R#Manufacturing Protection X v
v'RDC
v

v DES/3DES ¥ + SHA384/512

\/Casper
v

SN X X

v OTP

X X X A A X & X

v OTP

X X X X

X

v’ DES/3DES V- DES/3DES ¥ - DES/3DES

\/Casper Y'LTC X
v v v'RNGA

v X X
e v'Flash v'Flash

v X X

v X X

v X X

X v v

v'PFR v v
X v Active v Active
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v  PRINCE ¥Y'K81 only X
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MCU%%@@%&%@%%%H&% -- i.MX RT / LPC54S/55S / K(L)81/21

REMRGRE MR 2 &R A 22 B

« HAB, CAAM, SRTC, secure ROMBoot, LTC, .
- (EE=T: Vi1

* DrylCE, Tamper detection, CAAM, DCP, LTC

secure RAM, TRNG, ZMK, BEE, IEE, OTFAD, = kR, DI 58 YRS T, 55 B AR, TR 5

PRINCE, HashCrypto, SRAM PUF HEN
CAAM, RTIC, SRTC, HashCrypto, eFuse, PFR -
WME B se B,
e TrustZone, (X)RDC, CSU, CAAM, SysMPU, 5
Secure AHB Controller T2
« CAAM, eFuse, unique ID. LTC, Casper, SRAM
SUR A P G L 25 1K
« TrustZone, CSU, MPU, (X)RDC, Secure VAL, AUZ I, R AR BB 1], T ST

Debug, Secure JATG, CAAM, eFuse, unique =7, N R ANVE, B EL
ID, SRTC, sysMPU, Secure AHB controller,

SRAM PUF
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Application Notes

AN12445

AN12278
AN12324

AN12326
AN12283

Document Linker Software Liner
Asymmetric Cryptographic Accelerator NA

CASPER

L PC55S69 Security Solutions for 10T NA

LPC55Sxx usage of the PUF and Hash Application note software for AN12324
Crypt to AES coding

LPC55S6x Secure GPIO and Usage Application software for AN12326

LPC55Sxx Secure Boot ...\SDK_2.6.2 LPCXpresso55569\middleware\
mcu-boot\bin\Tool\elftosb-gui(win).exe

Reference Code
mbedTLS
Flashloader
safeRTOS

ARM TF-M

KSDK Position, Request to be selected by downloader when building your SDK
...\SDK_2.x.x_LPCXpresso55S6x\middleware\mbedtls
...\SDK_2.x.x_LPCXpresso55S6x\middleware\mcu-boot
https://www.highintegritysystems.com/partners/nxp/

...\SDK_2.6.2 LPCXpresso5556x_ MDK\middleware\tfm
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https://www.nxp.com/docs/en/application-note/AN12445.pdf�
https://www.nxp.com/docs/en/application-note/AN12445.pdf�
https://www.nxp.com/docs/en/application-note/AN12278.pdf�
https://www.nxp.com/docs/en/application-note/AN12324.pdf�
https://www.nxp.com/docs/en/application-note/AN12324.pdf�
https://www.nxp.com/docs/en/application-note-software/AN12324SW.zip�
https://www.nxp.com/docs/en/application-note/AN12326.pdf�
https://www.nxp.com/docs/en/application-note-software/AN12326SW.zip�
https://www.nxp.com/docs/en/application-note/AN12283.pdf�
https://www.highintegritysystems.com/partners/nxp/�
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Secure Boot Tool

- Part type: LPC55xx, RT6xx, K32WO0x
- Boot type: signed boot, encrypted boot, CRCed boot | ==

encrypted XIP boot, encrypted +signed boot

- Signed/Encrypted/XIP/SB bootable image generation | = e

- eFuse/OTP/FPR configuration

-...\SDK_2.6.2 LPCXpresso55569\middleware\mcu
-boot\bin\Tool\elftosb-gui(win).exe

TEE Config Tool (CM33 TZ
- Memory (RAM and Flash)

- Master / Slave IP

- Interrupt

- Pins

-MCUXpresso Config Tools - Pins, Cl4
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5.1 ¥riting ﬂ‘w image tu hlu.
Suctess. (igned u Rsceaved Fil

PUt_Lmagen/ Tt _satput=try. bam crested, }

. *TEE - LPC55569.mex (LPC55569)

File Edit Tools TEE Views Help

R User Memo... ¥ Securityacc.. 22 | © B §f Memory map = ¥ Access overview
Masters/Slaves| MPC| Interrupts | Pins| »z

Options

imple Master in Strict Mode
mart Master in Strict Mode

Peripherals

Ma..r | Securi..level | Sl.e | Secu.vel |~
EISi.r A..0 NS-User
D. Ns-User A..L NS-User
D. Ns-User A..L NS-User
H. Ns-User C.R N5-User
P.. Ns-User C..E N5-User
S. Ns-User C..0 N5-User
U. Ns-User C..1 N5-User
U. Ns-User C..2 N5-User
[ C..3 N5-User
C.. Ns-User C..4 N5-User
C.. Ns-User D..Xx NS-User
D..0 N5-User
D...T NS-User
F..H NS-User
F..0 NS-User
F..1 NS-User

= B @& Oveniew = [c] Code Previ... Registers — O
Access by Master | Security Attribution Map

N ~
Master type: | Core 0 master (SAU/IDAU) v ‘ ~ Configuration - General Info

Merged SAU+IDAU 4 Configuration - HW Info
how Data Show Peripherals Processor: LPC55569

Part number: LPC55569JBD100
SAU+IDAU MPC Resulting security level ) R
SDK Version: ksdk2 0
s s o) | TSI W s NG 513
~ Project
AHB peripherals 3...
AHB peripherals 2... ~ TEE
AHB peripherals 1. Configures access policies for
memory areas and peripherals
AHB to APB bridg... helping to protect and isolate
R sensitive parts of application.
AHB to APB bridg...
R 4 Generated code
AHB peripherals 3 Target core not selected
AHB peripherals 2 N
AHB peripherals 1 o Problems Y =08
5 ]
e I I Bk | Tiype tter text \
5 I
i Informai No toolchain project detect...
< < >



https://www.nxp.com/support/developer-resources/software-development-tools/mcuxpresso-software-and-tools/mcuxpresso-config-tools-pins-clocks-peripherals:MCUXpresso-Config-Tools�
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- Program encrypted image/Key/config info

- Support chip and board programming
- Programming count

A NUETIRE I S FE

Secure communication

Control/protect key by cloud end

Ethernet/m

Support dongle encryption

Manufacture

Support chip and board programming

Programming count
Programmer w/
certificate

Programmer

LED
LPC55Sxx

socket
UARTJUSB
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. SafeRTOS
- Tasks run in Non-secure processing
environment Non-Secure processing :
. Secure processing
. . . environment .
- Spatial Separation with MMU and Trustzone environment
- Key context runs in secure processing
enV| ron ment User mode User mode
-Demo from

https://www.highintegritysystems.com/partne

rs/nxp/
RTOS Data RTOS Kernel Kernel secure
Privilege mode | Privilege mode context

. N


https://eur01.safelinks.protection.outlook.com/?url=https://www.highintegritysystems.com/partners/nxp/&data=02|01|sawyer.liu@nxp.com|40bb8b73509145e0041a08d7383af855|686ea1d3bc2b4c6fa92cd99c5c301635|0|0|637039698788959959&sdata=JiSNNr5wgQ4ALZr0O6xI6mEfjkHhrHsDSpQ8sT1Ud7E=&reserved=0�
https://eur01.safelinks.protection.outlook.com/?url=https://www.highintegritysystems.com/partners/nxp/&data=02|01|sawyer.liu@nxp.com|40bb8b73509145e0041a08d7383af855|686ea1d3bc2b4c6fa92cd99c5c301635|0|0|637039698788959959&sdata=JiSNNr5wgQ4ALZr0O6xI6mEfjkHhrHsDSpQ8sT1Ud7E=&reserved=0�

oli= =

. Trusted Applications

B
. Secure 0S

. Secure boot

%

. TrustZone 5 rootKey

ISEE Bl{g¥&

( Secure OS )

eSE
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Software

Data

Hardware

Software

Data

Hardware
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. erture utiaing trustin 1o
.
- SESIP Certified: building trust in 10T
. g This document describes a compl y security to [TLA_IMXRT] conducted on
the i.MX RT1050, and targeting the loT market in general, whereas the initial assessment
focused on the Smart Metering market.
- BCTC Certified: building security in Personal Payment B s
" of the i.MX RT1050. NXP has designed the i.MX RT family to be used for highly critical security
applications in conjunction with more dedicated security technologies (e.g. Secure Element).
R . . . Thus, Trusted Labs analyzed potential attack paths, and cover attacks in the range of an
- TrustedLabs Certified: building trust in loT/Smart Meter e ool S
" g The [CLM]| documentation details how the definition of the attacker profile is constructed, taking
into account:
®  Attacker expertise,
« Time taken to identify and exploit the vulnerability,
®  Knowledge of the target,
A : TTCG180BD1TP| * Type of equipment needed,
0 o 3
Certified Product: LPC55500 (MXP) TRUSTCB TRUST AND VERIEY ®  Access level of the target required to carry on the aftack.
V The “Enhanced-Basic” level meets the AVA_VAN.3 assurance component.

I Given these constraints, and the possible attack opportunities identified by Trusted Labs, two
CetificateId  SESIP-1900003-01 approaches were considered:

Lag L8 L L Ll ——
TrustCB B.V. declares that
e pceited e pencert * Lowcostside channel sttack,
‘ ‘ ﬂ ﬂ . code reverse engineering
. fied™ psacertified™ ed~ I t Our investigations showed that the i.MX RT1050 is not vulnerable to attacks from an attacker
- eert one - i E it
ASSURANCE CERTIFICATE o Il = with “Enhanced-Basic” capabilities.
Standard
tified™ peacertiFEgfcats Number . BGO4553272911-10000, certified™ psacertified” psacertify Comman Criteria for Information Technolagy -
u S o v e B ERA B
(ISO/TEC 15408)
Testlab: Brightsight
sac ::'ﬁ:d‘ Dsa:erl\ﬁed‘r e psa_i'elr:jfwed‘ Dsa_iﬁrfjf‘ed‘ D’a,c,ﬁr.(.‘. ed™ ST Reference i.MX RT1050/RT1060,
! Summarized:
Certified Product- LPC55500 Assurance
Description:_ Seven scalable families leversging Arm’s most . cknge

e Contenuad secnmiy. The s Somsind pencee seswt

product architecture enhancements and greater

integration over previous generations; with 2L A

- wrenetis, oyt oweonption SHEERYARENS 400 oo orcae et ptle - WEEH : AAFE T HE S T

advanced security features including SRAN PUF- . ‘sww _ i A
! based root-oi-trust and provisioning, real-time ﬂ Evaluation Facilty Brightsight B.V. located in Delft, The Netherlands. BHERG : BEH (hE) EFERAE

execution from encrypted images (internal flash), o ”'_, S o . g
tified™ psacertified™ psadnd @sset protection with Arm® TrustZans-M. ..~ psacertif| ' - ' THES : MIMIRTI0520VLGE
e ert one gotorare Versices 1€ v ane evet ane Tevet one d

- Secury vt Schme o ZiFHE : _ oSM2/5M3/SM4 EAES
psac: psacStandard:  FSA Cergified - Ohip vendorpoqceriified” psacerti SESIP
Seciiritylevel:  Security Levél 1 Beta 082 e el on] .
ﬂ val Date of 1st issusnce:  2019-02-27
| L4 | mv_ _ Date of expiry: 20210226
ified™ psacertified™ psacertif|
one v one eve one e one vt one et ome
J ‘ ‘ ‘ ‘ : wouter Siegers, FEAE A AR 2 0 T
CEOTrusCE BY. 3 D10-52266966 HA: 010-52266935 Fbh: wowbciestcom
BCTC-3BYN-05 ESETE
TrustCB B.V. | @ wawnw.trustch.com | @ trustch@trusich.com:
1 2032 AT Hoofddorp |
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