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ARMO968E-S v' REALTEK loT Low-Energy  AndesCore
*  MXCHIP MOC108 SoC v" MVSILICON P20
*  MXCHIP MK3060 * RTL8710BN v’ C-SKY
*  RTL8710BX v’ CK801
ARM Cortex-MO+ v" South Silicon Valley  (CK802
v" ST Micro STM32 LO e SSV6266P « CH2201
*  MXCHIP EML3047 v RDA  (CB2201
*  NUCLEO-LO73RZ * RDAb5981 v' CK803
*  MXCHIP STM32L071 V' Cypress v' CK807
v" NXP Kinetis® L Series * PSoC6 v' CK810
*  FRDM- v' XradioTech v' CK860
KL27Z(MKL27Z64VL ©  XR871 v’ CK610 Ali OS
H4) v" Actions Technology Renesas
* MXCHIP ST - ATS3503 v' RL78 Family 50 board. 43 MCU |
BlueNRG-1 v' Beken  R7FOC004 ’ -
ARM Cortex-M3 * BK3435 V' RX Family
v' MXCHIP MX1101 * BK7231 *  RX65N
*  MK1101 v Tl Linux
v" Opulinks * (CC3220S v user mode simulation
* OPL1000 v" Nordic *  linuxhost
ARM Cortex-M4 *  nRF52840
v ST Micro STM32 F4/L4
*  B-L475E-10TO1A ARM Cortex-M7
*  NUCLEO-L432KC v" ST Micro STM32 F7
e 32L496GDISCOVERY *  STM32F769I-DISCO
*  MXCHIP STM32L412 Xtensa
v' NXP LPC5410x V' LX6 (ESP32)
v' LPCXpresso54102 e ESP32-DevKitC
v GigaDevice GD32 F4 V' LX106 (ESP8266)
v’ Eastsoft ES8P508x * ESP8266
v

AlOSEE A BE X HHHMCUTITE &
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| ALLVM A GIIRAE—FhimiFid iE

Clang C/C++/0bjC
Frontend

LLVM
X86 Backend

C -» - X86

LLVM
PowerPC Backend

Fortran ~#| llvm-gce Frontend -» PowerPC

Haskell #| GHC Frontend

LLVM4S=

- ARERBIGEIHRERA—ABEIELLVM Intermediate Representation (LLVM IR)
- MBEEXIF—MHNFRIEES, PARTELU— MG

- MBEEXIF—MHNEELSE, BARTEXH— MG

- RACMERE—MERIMER, SHYIHNESR—RILLVM IR, FeERSHNRIEES, TESTHELR
82 IRAETEYIEAY RO ES (X2 2k
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| N NEREEFRESOTAEES: CVE-2019-5786

Merge M72: FileReader: Make a copy of the ArrayBuffer when returning partial results.

This is to avoid accidentally ending up with multiple references to the
same underlying ArrayBuffer. The extra performance overhead of this is
minimal as usage of partial results is very rare anyway (as can be seen

on https://www.chromestatus.com/metrics/feature/timeline/popularity/2158).

* It’s an “Use after Free” bug in Chrome, fixed on March '19

* |t states: “having multiple references to the same underlying ArrayBuffer is
a bad thing”

o BIEBSHHEBA (Google's Threat Analysis Group) &I 7 —fHIE ISP EH R

ChromeiZ 1B fTmiE:CVE-2019-5786, BiF&EF AHixiRiBE&—1
win32k.sysfy N #%12# (CVE-2019-0808 ) Tf |IUFEwin7_E F#kChromej b g



https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0808

M—NEiHEERFSOHTRIEESR: CVE-
2019-5786

@@ -143,14 +143,16 @@
if (!raw_data_ || error_code_ != FileErrorCode::kOK)
return nullptr;

i i 32 =2

EANGCLE

- DOMArrayBuffer result = DOMArrayBuffer::Create(raw_data_->ToArrayBuffer());

- if (finished_loading_) { ° iz /|\ b u g 7& *U m Hg % #I: ZEE

- array_buffer_result_ = result;

- AdjustReportedMemoryUsageToV8( fini shed loadin g ig E ?ﬂ true

- -1 # static_cast<int64_t>(raw_data_->Bytelength())); -

- raw_data_.reset(); . .

+ if (!finished_loading.) { ZHi, ArrayBufferBuilder ::

+ return DOMArrayBuffer::Create(

+ ArrayBuffer::Create(raw_data_->Data(), raw_data_->Bytelength(})}); ToArra y Buffer ( ) m g ;x i)‘j |‘|i] ,
1

return result;

iBE G LAEE X 418 &t B9 16
array_buffer_result_ = DOMArrayBuffer::Create(raw_data_->ToArrayBuffer());

+
+
+ AdjustReportedMemoryUsageToV8(-1 |‘|:|:| *u ;;‘:' 1’E 1‘2
+
+
+

static_cast<int64_t>(raw_data_->Bytelength()));
raw_data_.reset();
return array_buffer_result_;

« ArrayBufferBuilder ::

}
ToArrayBuffer () E2—41=5h

1. ZEGHSKBEMTREERN LIS KI5 R EFI 7749 6 &
2, RERSREITRELESRN. BERNEHE.,. SSNREIEED
70%X A=A MFFFEAMG. RR, XA EBHEHE—DHRK
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Enhanced-HSSARY J& 35

SSA Representation: - SSARWHDef-UseX R
if(iy) . CERT X S A0 B i R (E R
/ \ . EASSABEETIHSSA,
. BPATESSA, UBAREBETRINA
i) *p(—-3
call func() iyyfiy) MFmFBRCHEIERNFIRE
RS [a) j&
- pwEMAFMay-Use, yiEATF
L3001y, ip) May-Def
return i3 , el
PhilRiIETEFEMLIRIETIEE
IEERBREF

FE{iIAEnhanced-HSSATE
HSSAERf EHEmemory
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| 6I-UAF (Use After Free) RISHREE

= homefstone/Documents tstcaselbasicuatc EX@CUﬁVE Summarv
= Line:22 VUL~ UAF, Hemory referenced through vriab infuncton main hs been freed but aso refrenced afterwards !
Lre: 2 This workhook is infended to provide all necessary deails and information for a developer to understand and remediate
the different issues discovered during the basic_| project audit, The information contained i this workbook i trgeted
for (1=0; 1 < 10; +i) At project managens and developers.
j #= q[i]; /* read of p[i] is illegal
Use-After-Free here */ This section provides an overview of the ssues uncovered during analysis.
Line: 9 y o :
Project Name; basie |
int 1, j, *p, *q; 18| q=p; Project Version:
p = malloc(10 * sizeof(int)); 19| my_free(p); /* p is freed */ . o
(b ) 2| jeb §CA: Results Present
return 1; W . Results Not Present
for (1=0; 1 < 10; ++) et et I
p[i] = i; Swuri[ﬁmpe; Results Not Present
q=p; LAf (p 1= ML -
: _ v Other: Results Not Pres
r‘)y_free(p), free(p); /* free p ¥/
Ji=iVs
for (i=0; 1 < 10; ++1)
j += q[1]; f ;
J 4= ql\] e Liclid
return j; 2
Al Top Ten Critical Categories
ny_free(p); /* p is freed */
J=0;

This project does not contain any critical issues

UAF: SR ERIE X EMRERAEN, REHATESNIRNNAEEESHES, BRNAES
AN, (BIERZAFHEHEFE MRIBFZigt T A SEEU=mEBRiE AR, MNSTEEReY
E— M URpIERTE, ZNREFNE, XEFHREHAT MRX22AAFEESHIES, RFRAFN R
2, B XS BT i%iatt (MR ESRELY), BInT s iTESIXED



int func_1(void *p) {
if (p 1= NULL) {
free(p); * free p *

}
}

int func_2(void *p) {

R 3

free(p);

}
}

int main() {
int i, *p, *q;

p = malloc(10 * sizeof(int));

if (p == )

DBF:&ZAFESEN, AJRaSHRAERIMNTE

=

VUL - DB, Varisble p in function main isfreed more than once

Line: 13

Line:13

Line:26

Line:26

tf Cp 1

eelp

= Mame/stane/Documentsfestcase/basic/dbt.c

NULL

1= NULL

1= NULL

1= NULL

:{51-DBF (Double Free) Byt

Executive Summary
This workbook s intended to provide all necessary detil and information fora developer o understand and emediae
the iffeent isues discovered duringthebasic_ project audi, The information contained in this workbook s targeed

at projet managers and developens.

This section provides an overview of the issues uncovered during analysis,

Project Name: basic_|

Project Version:

§CA: Results Present

Weblngpect: Results Not Preent ”
SecurityScope: Results Not Presen

Other: Results Not Present

Likelhood

Top Ten Critical Categories

This project does not contain any criticalissues
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