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Agenda

ÅPSA ςA reminder of what it is and why it is useful

ÅAchievements over the last 12 months

Å²ƘŀǘΩǎ ƴŜȄǘΚ

ÅPSA Compliance ςIntroducing the new APIs

ÅGetting started with PSA



3Copyright ©  2018 Arm, All rights reserved.

PSA launched at TechConlast year
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Protecting the Next 1 Trillion

Billions on connected IoT devices will need to be secured & managed

80%
Microcontrollers

26 years 4 years

20171991 2021

100 billion
chips shipped

100 billion
chips shipped

1 Trillion
chips shipped
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IoT ςStill the Wild West?
ÅUnregulated, no common standards

ÅInconsistent approach to security

ÅImmature and fragmented end markets with diverse requirements

ÅTrusted data?

Mirai Botnet 
DDosattack

Jeep Hack Owlet Baby 
Monitor

Abbott 
Pacemaker
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PSA Designed to Address the IoT Challenge

Poor Security 
definition across 
entire value chain

Tough to Scale to 
the tiniest, low-cost 
devices

Need to secure the 
connection and 
manage the devices
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Platform Security Architecture (PSA)
A recipe for building a secure system & a reference implementation

3 parts to PSA

Software architecture

Common principlesacross 
multiple use cases

Hardware requirements

Architecture & Specifications

Threat models &
security analysis

Analyze

Hardware & firmware 
architecture specifications

Architect

Implement
Firmware source 
code

Security Model
10 Goals
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Arm Provides Editable IoT Threat Models
Analysis leads to requirements Example

System description

Assets

Threats

Security objectives

Security requirements

Understanding Security Requirements is an 
essential first step 

Asset: metering data to be protected in integrity 
& confidentiality

Threat: Remote SW attacks

Security objective: Strong Crypto

Security requirement: Hardware based key store

https://pages.arm.com/psa-resources.html

CŜōǊǳŀǊȅΩму Ϫ 9ƳōŜŘŘŜŘ ²ƻǊƭŘ

https://pages.arm.com/psa-resources.html
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Trusted Firmware-M Open Source Project
An open source project for rapid implementation

Trusted Firmware-M

Reference firmware for PSA architecture specification

Targeting M-profile SoCs (Initially Armv8-M)

Available on www.trustedfirmware.org

Arm MbedOS will include an implementation of PSA

Based on TF-M for secure services

Used by MbedTLS, Pelion Device Mgmt & MbedOS

Components being introduced now to 
future Mbedreleases

https:// connect.linaro.org/resources/hkg18/hkg18-212/

!ǇǊƛƭΩму Ϫ LinaroConnect

http://www.trustedfirmware.org/



