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PSAc A reminder of what it is and why it is useful
Achievements over the last 12 months
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PSA launched alechCorast year

ZDNet o CXO HARDWARE MICROSOFT STORAGE INNOVATION HARDWARE APPLE MORE tom’s HARDWARE PRODUCT REVIEWS  BUYING GUIDE:
|0 MusT READ: Today's iPhone XS event: Five things to watch for that are not phones LA T 5
Arm announces PSA security architecture for
IOT deViceS SECURITY > NEWS
Arm hopes the adoption of its new PSA system will help protect trillions Arm Reveals More Details About
of connected devices in the future. -
Its loT Platform Security
ﬂ By Charlie Osborne for Zero Day | October 23, 2017 -- 14:00 GMT (15:00 BST) | Topic: Security Architectu re

by Lucian Armasu February 22, 2018 at 11:45 AM - Source: Arm News

Not All Electronic Device Are Slesian
Secure, But ARM's PSA May & ugs e
Change That SEARCH IP NEWS INDUSTRY ARTICLES BLOGS VIDEOS SLIDES EVENTS

Jim McGregor Contributor

PSA: Next steps toward a common industry framework for secure loT
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Protecting the Next 1 Trillion

Billions on connected loT devices will need to be secured & managed

-

26 years

100 billior

chips shipped 1

1991
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loT ¢ Still the Wild West?

Unregulated, no common standards

Inconsistent approach to security _
Immature and fragmented end markets with diverse requiren

Fusted Jata

Owlet Bahy Abbott
Monitor Pacemaker
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PSA Designed to Address the loT Challenge
15,
r r

Poor Security
definition across
entire value chain

Tough to Scaléo
the tiniest, lowcost
devices

Need to secure the
connection and
manage the devices
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Platform Security Architecture (PSA)

A recipe for building a secure system & a reference implementation

Analyze

Threat models &
security analysis

E

Security Model

Architect

Hardware & firmware
architecture specifications

10 Goals _
Software architecture

Hardware requirements

Implement

Firmware source
code

Common principlescross : L
3 parts to PSA multiple use cases Architecture & Specifications
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Arm Provides Editable IoT Threat Models

Analysis leads to requirements Example
Asset: metering data to be protected in integrity

System description

Assets

Thr

Security‘

Security requirements

Understanding Security Requirements is an

eats

objectives

essential first step
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https://pages.arm.com/psaesources.html
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& confidentiality

Threat: Remote SW attacks

Security objec‘t'ive: Strong Crypto

Security requirement:"Hardware based key store
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https://pages.arm.com/psa-resources.html

Trusted FirmwareM Open Source Project

An open source project for rapid implementation

Trusted FirmwareM ot sy e

Reference firmware for PSA architecture specificatiq = —

Targeting Mprofile SoCs (Initially Armvid) (() N
(*b132_init)();

Available orwww.trustedfirmware.org

Arm Mbed OS will include an implementation of PSA
Based on T™ for secure services
Used byMbed TLS, Pelion Devidégmt & Mbed OS

https:// connect.linaro.orgresources/hkgl8/hkgl12/

Components being introduced now to | LINJR f LvargCorifiect
future Mbed releases

arm

Copyright © 2018 Arm, All rights reserved. 9


http://www.trustedfirmware.org/




