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Presentation Contents

A semi-conductor perspective on the impact
of cyber-security...

- On in-vehicle systems

- On our organization

- On our automotive processes

- On arising challenges for the industry
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The core of safe and secure mobility.
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No Safety Without Security

#1 Objective: no functional hazards
on mission-critical ECUs

¥

Collaterals:
System availability ensured
Information received / processed trustworthy

¥

Cyber-security is the mean to establish
availability and trust in the system — %

Gateway

-
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Industry Commitment to Security

Interaction with Functional Safety? Overall Cost of Implementation?

Security Architecture Defined by the Car OEM

— IT
Security
Car
ECU (chip) IOiOi ety

Remote
Attacks

Local
Attacks

Harmonized Security Requirements? Harmonized Security Evaluations?
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Towards Security by Design
Security

by design
SERIOUS HACKS
“Wake up call” Adressing
; urgent needs
FIRST HACKS
Limited impact
1 i 1 1 1
2005 2010 2016 2020 2025
ALL SECURITY SOLUTIONS (TRADITIONAL & NEW) Source: ‘ .
TRADITIONAL SECURITY SYSTEMS (CAR ACCESS, ALARM) e A

VEHICLE PRODUCTION

- — —
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The Core Security Principles

Secure Secure Secure Secure
External Domain Internal Software
Interfaces Isolation Communication Execution

o= They need to be in place in any E&E network
ﬁ * Regardless of the actual architecture and implementation




Core Security Principles Applied to In-Depth Defenses

Prevent Detect Reduce Fix
access attacks impact vulnerabilities
Secure M2M Authentication &
Interfaces Firewalling

; Jr—*U/'ll ng Intrusion Detection

Secure . Separated Functional
CRISTEY m:::ag~ filtering) (IDS) EleElns
Secure
Networks

Code/ Date Coedel/ Data
Secure e -

Processing




Security Requires a Holistic Approach (& Ongoing Effort)

Vehicle Lifecycle

Build
Apply the core Using NXP’s
security principles solution portfolio

—_
-~
ars
Immobilizer, RKE/PKE &
Secure Smart Car Access
Processing
MCU /s MPU

Secure

Network

Switch, PHY

Secure

= Gateway

Gateway MCU
Secure
‘)) Int

erfaces

Secure External Interfaces
Secure Domain Isolation
Secure Internal Communication

Secure Software Execution

Secure Element

Security Policies, Processes, Governance / Risk man

Maintain products in the field

* Monitor

* Respond to incidents
» Contain vulnerabilities
* Fix vulnerabilities

Software Configuration Key
Management Management Management

(e.g. FOTA (e.g. feature (e.g. trust
updates) unlocking) provisioning)

agement and Continuous Improvement




NXP’s Automotive Security Solutions Groups
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Automotive ICs with On-chip Security Subsystem

Integrated solution for best fit with
application real-time constraints & for
strict security policy enforcement

@ SENSE. & THINK  [® ACT

Security Companions @ I

Security extension for specific use

Fit-for-purpose security support

Function-specific Secure ICs //
%
(S
\\\.
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NXP’s Automotive Security Solutions

Automotive ICs with...

i

In-Vehicle Experience

L (I
VIXS:

==
Connectivity o

)

e By ErSCapE:
Driver Replacement 'ﬁ
Gateway

VIREEYXX:

...On-chip Security Subsystems

Security Controller (SECO)
@% High performance

@ Media content protection

Security Engine (SEC)

HSE (HSM)
(T)’% High performance
@ Versatile feature set

CSE
@ Ease-of-use
B Cost-optimized

Security Companions

Secure Element (SE)
Tamper-re5|stant secure system
% [

ideal for M2M authentication (e.g. V2X)

Function-Specific Secure ICs

Secure CAN Transceiver (TJA115x)
@ For enhanced IDS & IPS

Secure Ethernet Switch (SJA1110)

@ Network frame analysis (L2/L3/L4)

Secure Car Access ICs
@ For advanced RKE / PKE solutions

V2X DSRC Baseband (SAF5x00)
@ Ultra-fast ECDSA verifications

NXO
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Secure Execution: In-depth Approach with NXP Solutions

Software Context Hardware Implementation
A N
- N N\
\/ )
_ Normal system (OS) & user (apps) context Normal
3 : : Application World
& Process / resource isolation by OS Py @
2]
B TrustZone @ S ZR T BES
=) : ) czfl 3 e
‘a Trusted Execution Environment TEE Secure Q m 0 E
— = o
g Isolation from Normal World (via TrustZone) World g g = %
= R S Ne
i i
§ Dedicated on-chip security subsystem Security Security =
B Isolated from entire apps context (HW-enforced) Services Subsystem
2 /
L e e — —
& Stand-al ity IC !
L and-alone security - I
o _ - SEEIIL) Secure Element (SE) 1
Tamper-resistant (certified) HW / SW Services I
1

<




NXP’s On-chip Security Subsystem: General System Overview

bbbk
= r = Automotive MCU / MPU
- n " Security Subsystem Host
1113141
BUILT-IN PROTECTIONS Application Memory
Secure Memory
ECU Functions & Features
Secure Files (keys, etc.) Root of Trust
Security Manager
9 Security Services Security Services G
9 - z
% (hard-wired) (software / firmware) 5 Security Service Handler
O
£ £
g I g SERVE
z - - g — :
. % Security Brain : THE APP é Application Brain —
5 5
o oM

System Resources

[VéZSenr r:zmi\r/iﬁ] System Resources

encrypted

Communication Interfaces

TRNG Cryptographic Engines

Security Resources
BUILT-IN PROTECTIONS

| CONTROL
THE PLATFORM

Application Resources
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NXP’s Secure Element: System Overview

ECU Functions & Features

Security Service Handler

System Resources

Communication Interfaces

bhhbbh hikhbh
ﬂ = Secure Element (SE) = - = Host
= BUILT-IN PROTECTIONS - - .
TIILL] LI Application Memory
Secure Memory
Root of Trust Secure Files (keys, etc.)

0 Security Services (Java Card Applets) Security Manager

z 2

] ]

c:) Java Card Open Platform (JCOP) 5

L

=

e | o SERVE

o X

= Security Brain = THE APP ﬁ Application Brain

5 5

2 2

TRNG Cryptographic Engines
Security Resources —
BUILT-IN PROTECTIONS Application Resources
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Software Components in Play

Automotive IC

Tierl /
SW Vendor

NXO —

Host
ECU Functions & Features
Security Manager
<O CO |
- Y
Security Service Handler (Driver)
Security Subsystem

Extended
Security Services

Native
Security Services

Host (Automotive IC)

Tierl / SW Vendor =

—— NXO@ ——

ECU Functions & Features

Security Manager
| E ~ N
e Ny o/

Security Service Handler (incl. SPI/12C Driver)

SPI/12C
Secure Element

Operating System

Crypto / System

= Root of Trust Secure Files

Resources

Native Extended
NXe Security Services Security Services
[\ (=] Java Card Open Platform (JCOP)

Crypto / System

Secure Files Root of Trust =

Resources

Tierl /
SW Vendor

— NXO




NXP’s Secure CAN Transceiver

- Intrusion detection & prevention (IDS / IPS)

- On-the-fly CAN ID filtering (TX) and bus-guarding
(RX) based on user configurable white & black lists

AN - Configuration based on ID & masking

T - Flooding prevention (DoS)
Message ID filtering

hhhhhi
ﬂ = TJA115x CAN Transceiver

- Threshold on message transmission: leaky bucket

11111 T—
- RX i i
. - . strategy weighted on frame size
X

XD - “1:1" replacement to any CAN transceiver

White List

"nm - Configurable via specific CAN frames
Host Leaky Bucket - In-field reconfiguration possible
i - Automotive qualified (AEC-Q100)
> - Operating T° -40°C to 125°C
%




NXP’s Secure Ethernet Switch

T - Authentication
= ﬂ = SJAllxx Ethernet Switch - Port-based authentication (IEEE 802.1X)
~ = - Port-reachability HW enforcement & limitation
N Status & Address & 802.1AS/1588 802.1X . . g .
Control VLAN Tables Sync Access Ctrl - Address-learning with disable option
: - One-time MAC-address learning
LENbE Frame Processing
e - L2/L3/L4 Header inspection / L2 Frame modification * DOS
= . - - Data-rate limitation: port-based / priority-based / stream-
- T p 100/1000 MAC based / broadcast
Host Credit Based Shaper 1588 Time-stamp . TrafﬁC iSOlation
- Up to 4096 VLAN / priority dynamic update at run-time;
MIl / RMII / RGMII double tagging
- TT & TSN Features (SJA1105TEL only)

- 802.1Qbv time-aware traffic, (pre-standard) IEEE 802.1Qci

s 2
-

|

|

|

: Ethernet
' PHY

|

|




NXP’s V2X Reference Security Architecture

SXF1800 T
Secure Element = = SAF5400
for highly secure authentication E E E V2X DSRC Baseband & RF
of out-going messages il with ultra-fast verification on
in-coming messages
hhhhbi
i.MX / S32x = —) —

Application Processor >

=l I
! == ECDSA
running the V2X stack p—

engine -

Highly secured
out-going messages
(signing key in secure element)

Ultra-fast verification

on in-coming messages
(> 1000 msg/s)




NXP’s Secure Car Access Solutions

Authentication for Engine Start

On-demand Authentication

Hand-free, with Distance Bounding

2-way RF & Distance Bonding

access via NFC/BLE-enabled devices

*Immobilizer function included

*Immo/RKE function included
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NXP’ Automotive Cyber-security Program

NXP was amongst the first suppliers to join
the Auto-ISAC (Aug. 2016)

Security-Aware Organization

Threat Intelligence Feed (e.g. Auto-ISAC)
Product Security Incident Response Team
Secure Product Engineering Process
External Audits for Product & Site Security i e s .
Trust Provisioning B AUTO-ISAC

aring and Analysis Center

Seven OE suppliers join as new members of
Auto-ISAC Connected
: Car

User Experience

’ Click here to
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How are we Organized?

Security Accross NXP’s Organization

- Automotive -
- Central automotive security team S— — — — —

X-PL X-PL
= Centralized expertise with a dedicated focus Nl N Y N
) . oo la oo o
- Virtual team of security experts
= Regular interactions o Ll o H L

= With representatives from various product lines
= And with the central team
= Various backgrounds: Marketing / FAE / Sales / Strategy / MarCom

- Corporate
- Cross BU alignment

- Leveraging experts and expertise from different markets
= Banking, e-identity, digital infrastructure, ...



Challenge: Finding the Right Experts

Survey over 19,000 security
professionals says industry short by

oL 2 1.8 million experts in 2022
non n i
M.u.ﬂ,uﬂ,uﬂ 1,800,000 (f Can potentially negatively impact
0, _securlty solutions in the Automotive
ol Ll Bl | A iy

A

Source: Center for Cyber Safety and Education, February 2017


https://iamcybersafe.org/research_millennials/

NXP’s Product Security Incident Response Team (PSIRT)

- Global security incident response process —
across products / markets / regions

- Established in 2008 after the MIFARE Classic hack

- Committed to responsible disclosure
- Receive & acknowledge report
- Evaluate vulnerability
- Identify solutions Report Product Security Vulnerabilities
- Communicate (direct & through CERTS & Auto-ISAC) e ey antng

- Closely working with the security community
and with our customers

- Continuous process evaluation & benchmarking
- E.g. against Auto-ISAC’s best practice guide
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http://www.nxp.com/psirt

Security in NXP’s Automotive Product Engineering Process

One security gate for each gate in NXP’ standard lifecycle

STANDARD PROJECT LIFECYCLE

¢ &6 ¢ o

Project Security
Milestones

:?w Monitoring security implementations at each gate via checklists, deliverables
g . :
and dedicated reviews

€6 939 Independent & un-biased analysis based on “4 eyes” principle

Process implementation can be adjusted per project
(scalability based on product scope)
Security system architecture, threat & vulnerability analysis, evaluation, certification, ...




CONCLUSION

The development of self-driving robots calls
for a paradigm shift

Security is essential —
people must be able to trust their cars

- NXP proposes the implementation of four
security principles throughout the vehicle

- NXP’s cyber-security program complements
the solution offering:
- Security-aware organization
- Security as part of our Automotive processes
- PSIRT
- Threat intelligence with Auto-ISAC

Visit: www.nxp.com/automotivesecurity
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http://www.nxp.com/automotivesecurity
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