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How Stuxnet
disrupted

Iran's uranium
enrichment program =

1 The malicious comy

worm probably entered

the computer system =
which Is normally cute
from the outside world

at the uranium enrichment
facllity In Natanz viag ==

removable USB memo
stick.

2 The virus Is controlled from servers In Denmark
and Malaysla with the help of two Internet ,,
addresses, both registered to false names. The virus
Infects some 100,000 computers around the world.

3 Stuxnet spreads
through the system untll
It finds computers
running the Slemens
control software Step 7,
which Is responsible for
regulating the rotatlional

speed of the centrifuges.

4 The computer worm
varles the rotational

speed of the centrifuges.

This can destroy the
centrifuges and Impalr
uranium enrichment.

5 The Stuxnet attacks start In June
2009. From this point on, the number
of Inoperative centrifuges Increases

sharply.

centnfuges
for uranium
enrichment

4,756 4,838 4597

i i in operation

m out of operation

Feb.1, May31 Aug 12 Nov. 2 Jan. 29, May 24
2010

Source: IAEA, ISIS, FAS, World Nuclear Assoclation, FT research 2009

SE==

HER S —HIETXY
EERFRIR




SCHYP LR IE =

HR ESE—IRIE

." ) .v -
i i g

2015212823 B & AR AR DI e 3 [H2A0.5 5 22 F EB b, X2

ERBEERE NS EREMIZEERINSES, BUES =K
FREHB=RIKXEIEE—FNZRE (91405 AN) FE2015F T80
Y 2R T EBUNTRIR SIRERR.

SEHYFH?

»

157




TIERZ

High
‘9" 4 5000

PRTIERGEREDH MIEHR: RS THEERLEN

TUV SUD Certification and Testing (China) Co., Ltd. Shanghai Branch 19-07-23



TiMEE

High
9 25

Low‘ 0 ‘
FETIEREREST MIEHR: RS THEERLEN

TUV SUD Certification and Testing (China) Co., Ltd. Shanghai Branch 19-07-23



TSRS
BACnet —

OMRON FINS '
DNP3 '

IEC 60870-5-104

57

- fox
@ nodbus

B fox
@) 1EC 60870-5-104

EtherNet/IP

@ DNP3
@) OMRON FINS

| BACnet

modbus

FETIERGEREN SRR RAAE T EER2HN




TIHMEE

RTHENT
—
ICS-CE =3/
“FRARTIZ
; !... 5 ‘ I S R
L1 INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPOMNSE TEAM

2011 2012 2013 2014 2015 2016

TUV SUD Certification and Testing (China) Co., Ltd. Shanghai Branch 19-07-23




TIERLEIK

TIHMERZEEIT

TIHSEZREFREIEC 62443854

IEC 62443 BN FH

IEC 62443 BYIALE




ERZEE/MRMT

/ \ 3

G Confidentiality — {R&3E
BB EATERMAS, ST

@ Integrity o

« RGENHIE, AW He i

) Availability )=k

« RGMREIERIBIT

SRR SN AREET - G 0 Q

= INTEGRITY t SOFTHARE;
U% :'B‘A!S(F F;BIS[]GEF’”EBN“SR”EEU:‘P””MP 2,




» ," : r/
- . — v-'J
s 5 /} =~
5 e ‘

Tkl 55

- B ER% - TEHYL B
* ERP - T 8ok
W YN=FILE o« HIEETE

o« [uh RS o TR

« MK




R

| RESITEERS

ITER RS

SoelE
A%

Tl R %
A%

el




Wt
1
L’J'
P>
ik
il

B ALCHETETG. &K OB, TIE
@ b, WHEREFRRIEMRITE.




Ijjl-\bﬁ-z\

EX . ERHARFINEESTESEEIAR I Z=ZZRIXIEG,
WM B (Safety Integrity Level, SIL) fReca'culate RPN

® Take Action on High Priority RPNs
# Calculate RPN

® Rank Detection

® List Process Controls

Rank Likelihood

® List Potential Causes

® Rank Severity

/7 List Failure Modes and Effects
® Assemble the Team
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files and documents
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IEC 62443

Why is IEC 62443

What is |IEC 62443
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IEC 62443

What is IEC 62443

Industrial communication networks — Network and system security

Til@EEME—METIRFELE




IEC 62443 HEr3

IEC 62443

Industrial communication networks — Network and system security

Terminology Requirements for an Security technologies Secure Product
1-1 concepts and models 24 IACS security 3-1 for IACS 2= Development Lifecycle
management system Requirements
Master alossary of Implementation guidan- Security Risk Technical security
terms ag q abbr{aviations 272 ce for an IACS security <2 Assessment and I~ requirements for
management system System Design IACS components

System security
<<l requirements and
security levels

System security
compliance metrics

Patch management in
the IACS environment

. Bkif
Security program T
7)o/ requirements for - ECEEREY

IACS service providers

IACS security
lifecycle and use-case
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« E{pFNFEHUEE]  dentification & Authentication Control (IAC)

 {EFB{EE Use Control (UC)
KRR System Integrity (SI)

» HUEREZE Data Confidentiality (DC)
 SIREUER Restricted Data Flow (RDF)

» S5{4AYSCAIIURL  Timely Response to Events (TRE)
- RiGaJ A Resource Availability (RA)
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= Security Level= { IAC, UC, SI, DC, RDF, TRE, RA }

IAC

UC

SI

Security Level = | DC
RDF
TRE

RA
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Security Level
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SR1.1-FAF (A) BIRRFHAILE

The control system shall provide the capability to identify and authenticate all human users. This ¢
identification and authentication on all interfaces which provide human user access to the control
duties and least privilege in accordance with applicable security policies and procedures.

RE (1)—HRIFLAE X
The control system shall provide the capability to uniquely identify and authenticate all human usegs.
RE HERI{EMLEZRIZ EFAIE X

The control system shall provide the capability to employ multifactor authentication for human use
an untrusted network (see 4.14, SR 1.12— Access via untrusted networks).

access to the corfirol dgsn via

RE (3)FFEMISZRYZ Bl FIAIIE

The control system shall provide the capability to employ multifactor authentication for all human @
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Security Management €D

Verification &

Requirements Implementation Validation Release Response
( SR ( S| ( SV)
=Core training  =Product Security »Defense-in-Depth  =Implementation Best »Security Requirements  =Security »Security Defec
=Role specific Context (“‘Use Case”) Security Practices Testing Assessment & Management
training =Threat Model Assessment&  =Security Assessment & ~ sThreat Mitigation testing ~ SSU€ Resolution .payy

Issue Resolution = Issue Resolution =Security Defect Management G,

=Product Security =\/ulnerability Testing
Requirements =Secure Design =Security Implementation  .nafanse-in-D epth Manageme
=Requirements Best Practices Reviews Testing .ge(-:(;jriﬁy
Reviews =Security Design =Penetration Testing HEEeS
Reviews

\ J\ }
! |

Not covered by Covered by
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@/ IEC 62443

G}/ First and second stage audit

®/ Valid for three years

IEC 62443 /4




In

2016£

8H, POl ] FRABERETUVEE

Hrh

(SFEDAY = INTT

Z): I I F2EKEHETUV B3EIEC 624431 \ILE

IEC 62443 TS EZSIANIERI] 2%,

, Al JFIIWERARNTE ??E&ZE#PCW EFERINE, 7 FeSEEFREE
*Eﬁﬁﬂ%ﬁ&ﬁﬁwﬁ |
#1020175:8 2, Al JFHEAE1MAEZRFIERAEE T ERN ML an BAEIA A

First IEC 62443 security certification for SIMATIC PCS7

Learn more about the certification

Ml CERTIFICATE
.......

Dt A Dot Py (3] e
vasne a1t (nvre B8

Certified security in the development process for Siemens

automation products

Read more in the press release
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No. Z216 10 67801 001

Holder of Certificate: Siemens AG
PA AE
Ostliche Rheinbrickenstr. 50
76187 Karlsruhe

GERMANY
Production 67801
Facility(ies):
Certification Mark:
o~ =R
Model(s): SIMATIC PCS 7 n n '
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Puamers: e * SIMATIC PCS 7

Tested according to:  ppp 501568:2016
(based on IEC 62443-4-1)
IEC 62443-3-3(ed.1)

=l

The product was tested on a voluntary basis and complies with the essential requirements. The
certification mark shown above can be affixed on the product. It is not permitted to alter the
certification mark in any way. In addition the certification holder must not transfer the certificate
to third parties. See also notes overleaf.

Test report no.: SK90104C

Valid until: 2019-10-20

*|[EC 62443-4-1
*|[EC 62443-3-3

Date, 2016-10-21 ( Christian Dirmeier )
Page 1 0of 1
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Holder of Certificate: Siemens AG
DFTIQM
Ostiche Rheinbrockenstr, 50
76187 Karisruhe
GERMANY
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Scope of Certificate: Secu r'PfoducIDe'f‘vclopmmlU' Cycle - ]\E . ng-‘l_ I:Iﬁl:lél-_ﬁj E ,H ‘|L_| E% I_--I:}ZE,;:

Product L - = =

e S » Secure Product Development Life Cycle

M

and Process Induulrlos and Dri Im (PD)

i

The Certification Body of TOV S0D Produs ds«qum canifies that the company mentioned
above has and Is system which meets the requirements
of the fsted . The results are in 3 repor. See also notes overies!.
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Valid until: 2020-08-30

ZERTIFIKAT @ CERTIFICATE & =25

}i
%\ ’ B
Date, 2017-08-31 ( Christian Drmeser )
Page 10f2
.
TOV SO0 Product Service GmdH « Zectifiziorstalle - Ridlersirale 65 - BI339 Mischan - Germany o™
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Product Service

T8I )F (BRGERR)

Holder of Certificate: Siemens AG
EM DG SYS
Humboldtstrafie 59
90459 Numberg
GERMANY

Production 62845
Facility(ies):

Certification Mark:

ZETHINBHMUARS, SETEILEIMIRE:
2oy SICAM PAS/PQS, AK3
Product: Industrial Control Systems and Components ° HMI SIC AM SCC

Model(s): Secure Sub A ion Soluti .
i VPR — * Protection Relay: SIPROTEC 5
T « Router/Firewall: RUGGEDCOM

-
<
()
o
-
o
w
(&)
*
[=]
Q
<<
(5]
o
—
-
w
o
*
(=
<<
x
=
©
>~
-
a
w
o
*
i
= |
iy
Ra

Tire S r s 7  Switch: RUGGEDCOM

Tested according to:  iEc 62443-2-4(ed.1)

'S IEC 62443-3-3(ed.1)

w The product was tested on a voluntary basis and complies with the essential requirements. The

- certification mark shown above can be affixed on the product. It is not permitted to atter the

<< certification mark in any way. In addition the certification holder must not transfer the certificate

o to third parties. See also notes overieaf.

w

: Test report no.: SN90105C

E Valid until: 2019-10-23 | | I
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